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Configuring RentalPoint Web Services

1. What is RentalPoint Web Services?

RentalPoint Web Services, or RPWS, is an online tool that technicians use to view their upcoming assignments.
Technicians can accept or decline assignments. Techs can also enter working hours and personal information such as
primary and secondary skills. Changes to your data are updated in real-time. The webpage is hosted on your server and
uses IIS (Internet Information Services) and the RPWS service to communicate directly with your RP database.

RPWS must first be configured before it can be used by your technicians in the field.

2. How to Configure Your Server

First you’ll need to do some work on your server. This involves downloading and installing files that RPWS requires, then

configuring the server roles and IIS.

2.1 Download and Install .NET Framework 4.5.1

Ensure you have the .NET Framework 4.5.1 (or later) installed
e See how to check https://msdn.microsoft.com/en-CA/library/hh925568%28v=vs.110%29.aspx
e If needed, you can use the MS Web Installer which automatically determines which files you need for your
operating system. http://www.microsoft.com/en-gbh/download/details.aspx?id=40773

2.2 Download and Install IIS

The IIS installation process depends on the operating system of your server. For easy installation we’ve included a few
useful links.

For Windows 7
http://www.iis.net/learn/install/installing-iis-7/installing-iis-on-windows-vista-and-windows-7

For Windows 8 & Windows 10
http://www.howtogeek.com/112455/how-to-install-iis-8-on-windows-8/

For Windows Server 2008 R2
https://community.landesk.com/support/docs/DOC-6797

For Windows Server 2012 R2
http://www.iis.net/learn/install/installing-iis-85/installing-iis-85-on-windows-server-2012-r2
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2.3 Download and Install RPWS Files

Login to the RP downloads area (http://rentp.com/updates/login.php) and download RPWS_lInstall_Files.zip. Unzip the
files to C:\inetpub\wwwroot\RPCrewWebpage.

@ RPCrewWebpage is a suggested default name; you can use any folder name that you choose. Be sure to
~ remember it for future steps as you will use it in your link path.

2.4 Update ASP .NET Mappings

Run the command prompt as an Administrator. Type the following command in the command prompt and hit <enter>.

@ The command is different for 32-bit and 64-bit operating systems, please ensure you run the correct command.

32-bit
%windir%\Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe -i

64-bit
%windir%\Microsoft.NET\Framework64\v4.0.30319\aspnet_regiis.exe -i
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2.5 Configure Default Application Pool

Open Server Manager and navigate to the DefaultAppPool. Ensure that your settings are the same as the screenshot.
e To Open IIS Manager from Search Box in Windows 7, 8, 10 Click Start then type ‘inetmgr’ in the search box.

Server Manager

Server Manager * IS

)
@1 F

Component Services
= SERVERS

Computer Management
I Dashboard m Al servers | 1 total

Manage  Tools  View  Help)

Defragment and Optimise Drives
I Local Server

s @ Disk Clean-up
Filter B>y ®~
B& All Servers N

Event Viewer
1 App Server

Server Name  1Pvd Address Manageability Last Updste

Internet Information Services (IIS) 6.0 Manager
Windows Activation

—— S R Internet Information Services (IIS) Manager
e
SR nc oge AUD-NEXTGEN 103.237.109.204,192.168.63.35 Online - Performance counters not started 2/02/2017 &:51:14 AM 00254-20000-00000-AA461 (Activated)

iSCS| Initiator
io Is

Local Security Policy
/= Print Services

Microsoft Azure Services

|y Internet Information Services (IIS) Manager

@ |3 » AUD-MEXTGEN » Application Pools

File  View Help

rEEIEI) 0‘;’ Application Pools

'Uj Start Page

= This page lets you view and manage the list of application pools on the server, Application pools are associated with worker processes, contain one
A j AUD-NEXTGEN (AUD-NEXTG isolation ameng different applications.

|2} Application Pools
4.[6] Sites Filter: - Go - % Show All | Group by: Mo Grouping -

4 @' D.Efa"'lt Web Site Mame Status JNET CLR V... Managed Pipel... Identity Applications
4[5 aspnet_client [} NETv20 Started w20 Inte
o Edit Application Pool [_*
a4 ‘f‘_‘t:”;—;?‘;? [} NETv20Classic Started 2.0 Classic PP
i o || NETvAS Started  v4.0 Integrated .
i Ppps 12 NETv45 Classic  Started  v4.0 Classic |pef e |
E j oy () Classic .NET Ap... Started  v2.0 Classic s R
‘9 RPCreu\r‘.;.fe_bpage 2} DefaultAppPool  Started 4.0 Integrated NET CLR version:
\1 | bin |.NET CLR Version v4.0,30319 v|
b Double Click
r J Corltent Managed pipeline mode:
I | Scripts
p 7] Views |Integrated v|
Start application pocl immediately
oK | | Cancel

Ensure that the DefaultAppPool service is Started. If it’s not started simply right click and select Start.
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A

2 v AUD-NEXTGEN » Application Pools

File View Help

@-H &

- g5 Start Page
4 ﬂi AUD-NEXTGEN (AUD-NEXTG

@ Application Pools
4.[@] Sites
403 Default Web Site
.| aspnet_client
i a7 system_web
p-[7 2.0 50727

4 ,‘? RPCrew\Webpage
-] bin
-] Content
I Scripts

bl Views

qﬂ Application Pools

This page lets you view and manage the list of application peels on the server. Application pools are associated with worker processes, contain one or more applications, and provide

isolation among different applications. :,

Filter: = " Go -l Show All | Group by: No Grouping -

Name =+ Status  MNETCLRV.. Mansged Pipel... Identity Applications e
2 NETv20 Started  v2.0 Integrated ApplicationPaolld... 0

@ MNETv20 Classic  Started  w2.0 Classic ApplicatienPoolld... 0
@ NET v4.5 Started w40 Integrated ApplicationPoolld.. 0
2} NETvAS5 Classic  Started w40 Classic ApplicationPaolld... 0
) Classic NET Ap... Started  v2.0 Classic ApplicationPaclld... 0

:E DefaultAppPool =~ Started =~ v4.0 Integrated ApplicationPoolld... 0

J‘% Add Application Pool...

Set Application Pool Defaults...
Application Pool Tasks

Start

Stop

waw

Recycle...

Edit Application Pool
Basic Settings...
Recycling...
Advanced Settings...

Rename

@

X

Remove

View Applications

@ Help

Now highlight Default Web Site and click Basic Settings. Ensure the Application pool for your website is set to

DefaultAppPool.

L]

Internet Information Services (IIS) Manager

© O ‘Q » AUD-MEXTGEN » Sites b Default Web Site »

file View Help

@& 8
' Start Page
4 --‘i AUD-MEXTGEN (AUD-NEXTG
-[2} Application Pools

4 &3 Default Web Site

0 Default Web Site Home
Filter: * W Go - (g Show All | Group by: Area

ASPLNET ~

4 @ 9 EL

:;L

ES
4. system_web
b5 2.0.50727
71 4030319
p[714679
b [T 4.6.81
4 é‘ RPCrewWebpage
b - bin
|- Content
b - Scripts
b7 Views

—chen
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NET MNET  NET Error
Authorizat.. Compilstion  Pages ¥
L‘ & /
Site name: Application pasl:
] 2 caons
Providers  Session State SMTP E-mail || | 2ECll DefauttappPool | Select.. ‘
IIs Physical path: ~
[365ystemDriveSitinetpublwwwraot \ E %F,l
ASP  Authentic.. Authorizat.. | Fess-through authentication HTTP 1P Address
Rules Respon..  snd Doma..
& E 2 | Connect as... | | Test Settings...
ISAPI Filters  Logging  MIME Types ] | | ]

|8 @
21 Explore
Edit Permissions...
Edit Site
Bindings...
Basic Settings...

View Applications
View Virtual Directories

Manage Website

5 Restart

P Start

B Stop

Browse Website
Browse =80 (http)

Advanced Settings...
Configure

Limits...

@ Help
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2.6 Configure Bindings

Click Bindings ... and ensure the settings are the same as the screenshot.

Internet Information Services (IIS) Manager

L]
-~ - "
© O ‘@ » AUD-NEXTGEN » Sites b Default Web Site »

File View Help

----- 5 Start Page
4 --‘i AUD-MEXTGEN (AUD-NEXTG
-[Z} Application Pools
48] Sites
4 ) Default Web Site
p-[ - aspnet_client
[ é? RPCrewWebpage

(Gomectons
CHFIE
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0 Default Web Site Home

Filter: - W Go -l Show All | Group by: Area - E-
ASP.NET
2 ©
NET NET - Pages and
Authorizat.. Compilation Type  Host Name Port P Address Binding Infon P,
- hitp 80 -
R L -
net.pi... *
rowse
IS
o= &% ar
AsP Authentic... A} IP Address
and Doma...
ISAPI Filters  Logging

B Explore
Edit Permissions...
Edit Site

pmmee Bindings...

Basic Settings...
View Applications
View Virtual Directories

Manage Website

2 Restart

P Start

@ sStop
Browse Website

Browse *:80 (http)

Configure

Limits...

0 Help
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2.7 Configure RPWS as an Application

In Server Manager navigate to RPCrewWebpage. The icon should look like this : =

rver Manager * IS

B SERVERS

Server Manager

Ofn_t Configuring RentalPoint Web Services

G

IE8 Dashboard l@ All servers |1 total
Local Server . .

I Filter p @ @~
5 All Servers
B App Server ServerName  IPud Address Manageability Last Update Windouws Activation
[ ] jices D

K File and Storage Services AUD-NEXTGEN 103.237.109.204,192.168.63.35 Online - Performance counters not started 2/02/2017 901:15 AM 00254-20000-00000-AA461 (Activated)
oIS

S Print Services

@ Remote Desktop Services D

|

Companent Services

Manage Tools  View  Help

Computer Management
Defragment and Optimise Drives
Disk Clean-up

Event Viewer

Internet Information Services (IS) 6.0 Manager

Internet Information Services (IS) Manager

iSCSl Initiator
Local Security Policy
Microsoft Azure Services

ODBC Data Sources (32-bit)

If your icon is the same, it means that the RPWS service is correctly configured as an application, you don’t need to

change anything.

L5

Internet Information Services (I1S) Manager

@ &) ‘3 » AUD-MEXTGEM » Sites » Default WebSite » RPCrewWebpage »

File View Help

@-id|& |8
Start Page
AUD-NEXTGEN (AUD-NEXTG

* [} Application Pools
48] Sites
4 &3 Default Web Site

: | -] aspnet_client

b -] Content
b -] Scripts
-l Views
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‘-‘D /RPCrewWebpage Home

Filter: « W Go - lgyShowAll | Group by: Area - E-
ASP.NET
1= 4 i F q i3 -] E
s ° 5 B W
NET NET WMET Error MET WMET Profile .MET Roles .MET Trust .MET Users Application Connection MachineKey Pagesand
Authorizat.. Compilation  Pages  Globalization Levels Settings Strings Controls
Y
& &’ I 3
Providers  Session State SMTP E-mail
s
o) i 9 3 = i, L
o [ ) = | o b4 E E
ASP Authentic... Authorizat... CGl Compression  Default Directory  Error Pages Handler HTTP HTTP IP Address
Rules Document  Browsing Mappings ~ Redirect  Respon.. and Doma..

4 Explore
Edit Permissions...

m Basic Settings...
View Virtual Directories
Manage Application ()
Browse Application
Browse 80 (http)
Advanced Settings...

@ Help
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Eb

However if the icon is a folder instead (see below), you will need to right click on RPCrewWebpage and select Convert to
Application.

'Qj Internet Information Services (IIS) Manager
e > | » DESKTOP-K3R3BKZ » Sites » Default Web Site » RPCrew\Webpage »

File  View Help

Connections —
# RPCrewWebpage Home
-85 DESKTOP-K5R38K2 (DESKTOP
V-4 HORIEK ( Filter: - % Go - [y ShowAn | ¢
; ,;* Application Pocls
w [@l| Sites 115
v & Default Web Site 1}3 %g] .
*v _"-I RPCrewWehnane i} ) |@|
» [ bin |44 Explore on  Default Directory
» -] Conter Edit Permissions... Document  Browsing
» - Seripts| = —
5 [ Views | & Convert to Application |
S” Add Application...
| Add Virtual Directory...
Manage Folder 3
i3 Refresh

Switch to Content View

ﬂ.- I
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2.8 Enable Permissions to Upload Avatars

The RPWS allows a technician to customize his or her profile by selecting an avatar. You’ll need to configure permissions
on your server to allow techs to upload an avatar image. Navigate to C:\inetpub\wwwroot\RPCrewWebpage\Content
and open the properties for the img folder. Ensure you have permissions set as follows:

b I [ = Content -8 x
Home Share View v
':(-) - 4 | L v ThisPC » System (C:) » inetpub » wwwroot » RPCrewWebpage » Content w C,| | Search Content el |
O 2axv=e
-
' Favourites Name Date modified Type Size
B Desktop =1 4cincanacann aus  calgai
& Downloads ) Content Properties = ‘

7= Recent places !

1M This PC
5# Con MANDY
 Desktop
| Documents
& Downloads
o Music
=/ Pictures
Bl Videos
E. Systern (C:)

| files o |
' fo";/ | General | Sharng | Secuy | Previos
Jm

Object name:  C:hinetpubwwwroo]

Group or user names:

I Permissions for Content

82, Administrators (AUD-NEXTGEN
82, Users (AUD-NEXTGEN\Users)
H2,115_IUSRS (AUD-NEXTGENI

< m

To change pemissions, click Edit.

Permissions for 1IS_IUSRS

Securty

Object name:  C:hinetpubwwwroot \RPCrewWebpage\Content

Group or user names:

52, CREATOR OWNER

2, 5vSTEM

2, Administrators (AUD-NEXTGEN Administrators)
B2, Users (AUD-NEXTGEN Users)

B2, 11S_IUSRS (AUD-NEXTGENMIS_IUSRS)

B2, Trustedinstaller

Full corntral
. [ ]
‘-ﬂ Network Moy
Read & exscute Pemissions for 115_|USRS Hllow Deny
;: f:‘da contefts Full control [ -
w; Modity O |
© Read & exzcute O =
For special pemissions or advanced :
Click Advanced. List folder contents O
Read O |
Aiterns oK |[ cancel || Aepy |
4 iterns (Disk free space: 128 GB) Ll Computer
Page 9 of 20
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2.9 Enable Permissions to Upload Certificates and Licenses

Secondary Skills may be configured as Certificate Required. When a technician adds or modifies a secondary skill, he or
she may be required to attach a certificate before saving. You'll need to configure permissions on your server to allow
techs to upload certificate or license files. Navigate to C:\inetpub\wwwroot\RPCrewWebpage\Content and open the
properties for the files folder. Ensure you have permissions set as follows:

SR AN | Content = I:'-
Home Share View . 0

© - . v This v System (C:) » inetpub » wwwroot » rewWebpage » Content v Search Content
1[0 » ThisPC » System (C:) pub RPCrewiebpage » C & [sesch 5]

é{ahéllj}(:.jju

¢ Favourites Name Date modified Type Size
B Desktop . ss File folder
% Downloads | files File folder |
£ Recent places ) fonts 5 B T — | files Properties |L|
. img 15/06/2016 3:00 AM  File folder
18 This PC General I Sharing | Security | Previous Versions | Customise |
¥ Con MANDY q ‘
i Deskiop d 1 Permissions for files
| Documents m Securty
&4 Downloads
0 Music Object name:  C:inetpub“wwwroot ' RPCrewWebpage Contentfi
=| Pictures Group or user names:
B Videos 1 82, CREATOR OWNER
iy System () 82 57STEM
E B2, Administrators (ALD-NEXTGEN \Administrators)
@ N . q B2 Users (AUD-NEXTGEN"Users)
M Networl F:71115_1USRS (AUD-NEXTGENNIS_IUSRS)
82, Trustedinstaller
Pemissions for [I15_IUSRS Allow Deny
I_: Full control [
i Modiy o |
Read & execute O =
List folder cortents O
4 items L Read O o == =
4 itemns (Disk free space: 128 GB)
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2.10 Enable Database Permissions

In SQL Management Studio configure the IS APPPOOL\DefaultAppPool user with Windows authentication. Ensure that
you set your Default Database and Default Language accordingly.

Login Properties - IS APPPOOL\DefaultdppP ool =)
g p PP

Select apage S S

pt - m Help
ey Gereral|

144 Server Roles

12 User Mapping Login name: 115 APPPOOLAD efaultppPool Search

4 Securables _

A4 Status @

[7] Specity old password

& " [] Map to Credential

onnechion

Server Mapped Credentials Credential Frovider

DEWSERWCHERYL-NAYSERVER

Connection:

DEWSERWCHERYL-N'Cheryl

H7 View connection properties
Progress

Fieady Default database: [charyl_vﬁ ']
Defaul language: [Engiish -)

This user only has the public role assigned.

3 Login Properties - IS APPPOOL\DefaultippPoal

[E=N Bl
Selectapage Ie
< Script = Hel
A General 5 seipt > I Hele
& 5
Eﬁ User Mapping Server ole is used to grant server-wide security privileges to a user
A Securables
4 Status
Server roles
] bulkadmin
[] dbcreator
[] diskadmin
[C] processadmin
7] public
["] securityadmin
["] serveradmin
[] setupadmin
[] sysadmin
Connection

Server:
DEWSERWCHERYL-NAYSERVER

Connection:
DEWSERWCHERYL-NACheryl

27 View connection properties

Progress

Ready
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This user is only mapped to your RP database.
Selectapage

P General

AP Server Rokes

AR User Mapping

2P Securables

2P Status

Use the following SQL script to grant the
required permissions to this user. Ensure that
you enter the appropriate DATABASE
(highlighted).

Connection

Server.
DEWSERYCHERYL-N'\SERVER

Connection
DEWSERYCHERYL-NACheryl

%) View connection properies

Frogiess

Fieady

[ Legin Properties - 1S APPPOOL\DefaultappPacl

=85
5 Senpt v [ Help
Users mapped to this login
Map  Database User Default Schema -
a
a
0
@] E
i chenlwl 1§ IIS APPPOOL'DefaubAppPocl  dbo ™|
a
a
[} master
[ model
[ msdb hs

Database role membership for. cheryl_v11

[ db_accessadmin
[ db_backupaperator
[ dh_datareader

[ db_datawiter

[ db_ddladmin

[ db_denydatareader
(] db_denydatavaiter
[ db_owner

[ db_securityadmin
public

DECLARE @USERNAME VARCHAR (50) ;

DECLARE @DATABASE VARCHAR (50) ;

SET @QUSERNAME '[IIS APPPOOL\DefaultAppPool]';
SET @DATABASE 'dev_data';

DECLARE @SQLText nvarchar (MAX) ;

SET @SQLText = '

USE {DATABASE}

GRANT CONNECT TO {USERNAME}

GRANT SELECT ON [dbo].[tblAddTechSkill] TO {USERNAME}

GRANT SELECT ON [dbo].[tblActivityType] TO {USERNAME }

GRANT SELECT ON [dbo].[tblContact] TO {USERNAME}

GRANT SELECT ON [dbo].[tblCultureCode] TO {USERNAME}

GRANT SELECT ON [dbo].[vwRPWebContact] TO {USERNAME}

GRANT SELECT ON [dbo].[tblPayroll] TO {USERNAME }

GRANT DELETE ON [dbo].[tblPayroll] TO {USERNAME }

GRANT SELECT ON [dbo].[tblActivity] TO {USERNAME }

GRANT DELETE ON [dbo].[tblActivity] TO {USERNAME}

GRANT SELECT ON [dbo].[tblContactSecondarySkills] TO {USERNAME}

GRANT DELETE ON [dbo].[tblContactSecondarySkills] TO {USERNAME }

GRANT SELECT ON [dbo].[tblBill] TO {USERNAME}

GRANT DELETE ON [dbo].[tblBill] TO {USERNAME}

GRANT EXECUTE ON [dbo].[Web CalendarTechnicianEvent] TO {USERNAME}
GRANT EXECUTE ON [dbo].[Web CalendarTechnicianEventList] TO {USERNAME }
GRANT EXECUTE ON [dbo] [WebiGetPayRoll] TO {USERNAME }

GRANT EXECUTE ON [dbo].[Web_GetPrimarySkillS] TO {USERNAME}

GRANT EXECUTE ON [dbo].[Web GetSecondarySkills] TO {USERNAME}

GRANT EXECUTE ON [dbo].[Web GetTimeLineItems] TO {USERNAME}

GRANT EXECUTE ON [dbo].[Web UpdateCalendarActivityEvent] TO {USERNAME}
GRANT EXECUTE ON [dbo].[Web UpdateCalendarCrewEvent] TO {USERNAME }
GRANT EXECUTE ON [dbo].[Web UpdateContact] TO {USERNAME}

GRANT EXECUTE ON [dbo].[Web UpdateExternalPrimarySkill] TO {USERNAME}
GRANT EXECUTE ON [dbo].[Web UpdateExternalSecondarySkill] TO {USERNAME}
GRANT EXECUTE ON [dbo] [Web_UpdatePayRoll] TO {USERNAME}

GRANT SELECT ON [dbo].[tblSettings] TO {USERNAME}

GRANT EXECUTE ON [dbo].[Web StartPunchPayroll] TO {USERNAME }

GRANT EXECUTE ON [dbo].[Web GetProjectManagerBookings] TO {USERNAME}
GRANT EXECUTE ON [dbo].[Web TechHasStartedPayroll] TO {USERNAME} ';
SET @SQLText = REPLACE (Q@SQLText , '{USERNAME}' , @USERNAME)

SET @SQLText = REPLACE (Q@SQLText , '{DATABASE}' , @DATABASE)

EXECUTE (@SQLText)

SET @SQLText = '

USE msdb

GRANT CONNECT TO {USERNAME}

GRANT SELECT ON [dbo].[sysmail profile]
Ly
SET @SQLText REPLACE
EXECUTE (Q@SQLText)

TO {USERNAME }

(@SQLText , '{USERNAME}' , QUSERNAME)
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2.11 Update Config File and Test Connection

Navigate to C:\inetpub\wwwroot\RPCrewWebpage and open the Web.config file in a text editor (such as Notepad).
Change Data Source to your SQL server name.
Change Initial Catalog to your RentalPoint database.

E Web - Notepad [-[ellx
File Edit Format View Help
<?xml version="1.8" encoding="utf-8"7> ’
£l aa
For more information on how to configure your ASP.NET application, please visit
http:/fgo.microsoft.com/fulink/#LinkId=38188a
=¥

<configuration>

<appSettings> Make sura this This should be your
cadd key="webpages:Version™ value="3.8.8.8" /> matches your server database name
<add key="webpages:Enabled” wvalue="false" /> name .

</appSettings> O

<connectionStrings>
cadd name="DefaultConnection™ connectionString="Data Scurce=la B VmEl; Initial Catalog=dev_data;Integrated S

</connectionStrings>

£lmm
For a description of web.config changes see http://go.microgoft.com/fwlink/?LinkA=235367.

The following attributes can be set on the <httpRuntime> gfg.
<system.Web>
<httpRuntime targetFramework="4.5.1" />
<fsystem.Web>

I8 RPIni.ini - Notepad
File Edit Format Wiew Help

[DIRECTORIES] .
HPSYS_DIR=C:%RentaPPointvllhsys
COMFIGFILERATH=C (% Jentalroint 5y

HPDOCS_DIR=E:“Regtalpointvll¥ocs
ARCHIVEDOCSFPATH

HPREPORTS_DIR=F:“WRentalrPoiftvll reports
TEMPLATES_DIRSE :WRentalpontvllsdocshTemplates
FR_TEMPLATES_RIR=E:“RentFlrPointvlilidatasFastreportTemplates
[DATABASE]

DATABASEMAMESVI] database —eelimmms Catalog
SERVERNAME=MyServerhSQLEXPRESS -l Source
COMMECTIOMSTRI MiG=

COMMECTIONZ =

SOLPROVIDER=

[LoEIn]

USESGLALTH=0O

LOET MMAME=
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Open a browser and enter http://localhost/RPCrewWebpage/. (Or whatever name you used for your directory 2.3
above. A login prompt will display.

Q See Section 4 ‘Troubleshooting’ if you have problems displaying the login prompt.

RPWebServices

Sign in to start your session

§ §

RentalPoint © 2015 RentalPoint. Version 1.001
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3. How to Configure RentalPoint

Q You will need RPWS user licenses to access the RPWS license setup.
= Goto help—>status off the main Rentalpoint menu

Information £

Data Folder ; EARentalpointvllidatay, g
Document Folder : EARentalpointwllidocsy
Crystal Reports Folder : E\RentalPoint¥11\Reports

n

-

Concurrent User Licensing £
Max Licensed Logins @ 50

A

Current Logins : 1

Max RP Webservice Logins : 5¢

Webservice Logins Used : 0

Please contact support@rentp.com if you do not have an RPWS license file.

Launch RentalPoint and from the main menu, go to ‘Setup—>RP WebServices Licensing’.
e To activate an RPWS login for a technician simply tick the checkbox beside the technician name.

o The info boxes at the bottom of the window will keep track of how many licenses are available and how many
are in use.

e Next, enter a User Name and Password. These are the login credentials that the tech will use when accessing
RPWS via a browser.

RP WebServices Licensing o &=

Login Enabled Tech Name RPWS Login RPWS Password |

All Regions April

Jane Doe Jane

Regian Zero All Loth Kenry

Region Zero Locn Three Kevin

Region Zero Locn Zera Dawin

(3]} |

Tommy Tam Tom Tammy

Tatal number of active technicians
1

Tatal number of licenses

*
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RPWebServices

Sign in to start your session

jffernandez ) §

RentalPoint © 2015 RentalPeint. Version 1.001

4. Updating RPCrewWeb with new Release

1, Download RPCrewWeb latest release from www.rentp.com using the download password you have been provided or
contact support@rentp.com

o meiipeeee sese
Q? RPCrewWebpage.zip *

2. Take a backup of your current RPCrewWebpage installation files

i.e. take a copy of this folder

Local Disk (C:) » inetpub » wwwroot »

Fat

A~ Mame Date modified

* aspnet_client 2019-10-03 8:39 AM
- RPCrewWebpage * 2019-10-03 8:07 AM
- € iisstart.htm 2019-10-03 &:03 AM
- @ lisstart.png 2019-10-03 8:03 AM

3. Unzip the new installation file to the RPCrewWebpage folder, overwriting existing files

4. Restart IS (See full details on restarting IlIS below if needed)
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How to Reset IIS (Internet Information Services):

NOTE: Resetting IIS will cause ALL websites being hosted on your computer to be unavailable until the
reset is complete (which usually only takes a few seconds). This means if anyone is accessing any of your
websites during the reset, the site will stop responding for them temporarily, or will require them to log
back in once the reset is complete.

Use the following steps:
1. Click the Windows® Start button, and then click Run. The Run dialog box appears.

2. Type iisreset into the Open field, and then click OK. The following ‘Command Prompt' window
appears:

o CAYWINDDWS system 32\ jisresel.exne

Attempting stop...

Important Note: You can optionally include the /noforce parameter (iisreset /noforce) to help prevent
data loss in case the IIS services cannot be stopped within the default one minute time-out period. If
you are certain that it is safe to force IIS to restart, you can omit the /noforce parameter. However, be
aware that you could lose data if you do not include this parameter.

3. In a few seconds, the '‘Command Prompt' widow will update with the Internet services successfully
stopped - Attempting start information:
v CYWINDDWS system 32\ iisreset.exe

Attempting stop..- )
Internet roices successfully stopped

Attempting start...

4. Once IIS restarts, this window will close.

Note: In Microsoft® Windows 7, if attempting to reset 1IS from the command prompt and the User
Account Control (UAC) is enabled, you may receive an "Access Denied" error message. To
workaround this issue, click the Windows Start button > "All Programs" > "Accessories" and right-
click on Command Prompt and select "Run as Administrator". This will allow you to run the
command prompt with elevated permissions and perform the IS reset successfully.
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5. Troubleshooting
5.1 Localhost Connection

On the machine that you are using to host RPWS, open a browser and type http://localhost/RPCrewWebpage.
If it fails to load the page then you most likely need to allow the IIS service to broadcast through your firewall.

5.2 LAN Connection

On a different workstation on the same LAN, open a browser and type http://(Local IP Address of Server
Machine)/RPCrewWebpage. This is testing that another workstations inside your office can talk to RPWS. If this
fails, then 1IS is probably blocked by the Server Machine firewall or you have the wrong IP address for the server.
You need to ensure you are using the local IP address of the server machine and not the external IP address
(from a browser window). You can locate the internal IP address, by going to Start — Run — cmd (then press
enter). Type ipconfig and this will tell you the internal IP address in use by this machine. It should be something
like 192.168.x.x or similar.

5.3 WAN Connection

To connect to RPWS from outside the LAN, (ie. Your technicians on site) you may have to allow IIS through a port
in the firewall and forward it to the internal IP address of the Server machine. Without doing this the router
WILL ignore all communication attempts to RPWS. Once configured you should be able to type http://(External
IP Address of Server Machine)/RPCrewWebpage from any browser window and see the login page displayed.

5.4 Router Issues

For example:
A router with two Ethernet interfaces:

o WAN (connected to internet) with WAN IP: 37.57.207.XX
o LAN (connected to local network) with LAN IP: 192.168.21.2
o Server with connection only to local area network LAN IP: 192.168.21.128

1. Open 80 and 443 on server (443 port only if you are using HTTPS connections)

2. Add rule to NAT router. Something like “If packet income to WAN on port 80 by protocol TCP then
forward this packet to 192.168.21.2 to port 80”

3. Add rule to router firewall. Something like “If packet income to WAN on port 80 by protocol TCP,
then accept this packet” (do not reject)

4. Add rule to router firewall. Something like “If packet income to LAN from 192.168.21.128 by protocol
TCP, then accept this packet” (do not reject)

On most routers (90%) after adding rule 2, rules 3 and 4 are added automatically.
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5.5 HTTP Error 500.19 — Internal Server Error: Cannot Add Duplicate Collection Entry

Duplicate collection entries may result in a conflict between the application level configuration and the site level
configuration. To fix this you’ll simply need to add a remove statement to the Web.config file located in the

RPCrewWebpage root folder.

HTTP Error 500.19 - Internal Server Error

The requested page cannot be accessed because the related configuration data for the page is invalid.

Detailed Error Information:

Module CustomErrorModule Requested URL http://localhost:80/rpws_files
Notification SendResponse Physical Path C:\inetpub\wwwroot\RPWS_Files
Handler  Not yet determined Logon Method Mot yet determined
Error Code  0x800700b7 Logon User Not yet determined

Config Error  Cannot add duplicate collection entry of type 'mimeMap’ w
ith unigue key attribute ‘fileExtension’ set to ".json’

Config File  \\?\C:\inetpub\wwwroot\RPWS_Files\web. configestigm===) Location of Configfile

Config Source:

37: <staticContent>
38: <mimeMap fileExtension=".json" mimeType="application/json" />¢ Find this line in the file
39: </staticContent>

Resolution:

1. Navigate to the Web configuration file outlined in the error information above
2. Addthe ‘remove’ line above the file name that is having the issue
<handlers>
<remove name="ExtensionlessUrlHandler-Integrated-4.8" />
<remove name="0PTIONSVerbHandler™ />
<remove name="TRACEVerbHandler" />
<add name="ExtensionlessUrlHandler-Integrated-4.8" path="#.
</handlers>
<staticContent>

<remove fileeExtension=".json" />
<mimeMap fileExtension=".json" mimeType="application/json" />
</staticContent>
</system.webServer>

http://blogs.msdn.com/b/chaun/archive/2009/12/04/iis7-error-cannot-add-duplicate-collection-entry-of-type-

verb="*" type='

mimemap-with-unique-key-attribute-fileextension.aspx
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5.6 Error 500.19 — The requested page cannot be accessed because the related configuration data for the page is invalid

HTTP Error 500.19 - Internal Server Error
The r d page t be dL the related configuration data for the page is invalid.

Detailed Error Information:

Requested URL http://localhost:80/rpws_files
Physical Path C:\inetpub\wwwroot\RPWS_Files
Logon Method Not yet determined

Not yet determined

Module  1IS Web Core

Notification BeginRequest
Handler  Not yet determined
Error Code  0x80070021 Logon User

config Error  This configuration section cannot be used at this path. Thi
s happens when the section is locked at a parent level. Locki
ng is either by default (overrideModeDefault="Deny"), or set
explicitly by a location tag with overrideMode="Deny" or the
legacy allowOverride="false"

Config File  \\?\C:\inetpub\wwwroot\RPWS_Files\web.config

Config Source:

30: </modules>
31: <handlers>
32: <remove name="ExtensionlessUrlHandler-Integrated-4.0" />

Resolution:
e QOpen Server Manager and goto Add Roles / Turn Windows Features on/off (for Windows 7,8,10)

e Check all Application development features except ‘CGI’

Windows Features - O x
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

E .NET Framework 3.5 (includes .NET 2.0 and 3.0) ~
[m]  .NET Framework 4.6 Advanced Services

Internet Explorer 11
=] E Internet Information Services

7 FTP Server

[®]  Web Management Tools

= m] World Wide Web Services

= [®  Application Development Features

NET Extensibility 3.5
NET Extensibility 4.6
Application Initialization

ASP
ASPNET 3.5 v
Cancel
.
Windows Features - O X
Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

= [®  World Wide Web Services ~
= [W] | Application Development Features

NET Extensibility 3.5

.NET Extensibility 4.6

Application Initialization

ASP

ASP.INET 3.5

ASP.NET 4.6

CaGl

ISAPI Extensions

ISAPI Filters

Server-Side Includes

WebSocket Protocol v
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